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ABSTRACT

Tracking network traffic and searching for anomalies is the function of intrusion detection system (IDS)
software. Unusual or abnormal network changes could indicate fraud at any stage, from the initial attempt
to the full-blown invasion. Data sharing needs to be secured because it mainly relies on the internet.Data
encryption and authentication alone are insufficient for internet security, and firewalls cannot detect
fragmented fraudulent packets. Furthermore, attackers frequently modify their plans, tools, techniques,
and strategies, which can have disastrous consequences such as decreased productivity, financial loss,
data loss, and so on. This paper proposes an intrusion detection system (IDS) to classify attacks on 5G
networks. The classification is carried out using well-known machine learning (ML) classifiers. The
proposed IDS is evaluated using standard performance metrics, which provides valuable insights into the
IDS's strengths and weaknesses. Random Forest outperforms all other classifiers in terms of accuracy,
with a rate of 99.8%. Random Forest has the highest accuracy for classifying attacks, at 99.89%. The high
accuracy of Random Forest undergoes a potential component in developing a robust IDS for identifying
and mitigating cyber threats in the 5G networks.

1.INTRODUCTION
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Data security is critical in today’s environment. Since
consumers entrust corporations with great trust, the massive
data flow between them must be secured. Even with millions of
dollars spent on the safest servers, a hacker can destroy the
goodwill between the two companies. IDS is a type of
automated security system that has been developed to detect
malicious attacks. [1][3]. An intrusion detection system (IDS) is
a host or system that records traffic and looks for malicious
activity based on predefined rules. Following this malicious
activity, a notice of intrusion is sent to the appropriate parties,
identifying attempts to compromise the integrity,
confidentiality, or accessibility of resources and assets [4][6].
Over the past few years, anomaly-based IDS has garnered much
attention. With the wide variety of attack types (DOS attack,
DDOS attack, pilot attacks, etc.), they have a good chance of
finding previously unidentified attacks in the modern era—the
creation of multiple machine learning algorithms to detect
anomalies and intrusions. Figure 1 illustrates a classification
algorithm that has been created to detect anomalies and
intrusions [7], [8]. These techniques rely on algorithms that
perform fact-based analysis without explicit functionality
requirements. This is particularly helpful when there is a
diversity of traffic or visitors to the website. The main reason is
that anomaly-based IDS has not been adopted before [9].

©2024 The Author(s). Published by Indian Society for VLSI Education, Ranchi, India

Heavy traffic increases the need for high-speed connections.
Otherwise, it accelerates the emergence of neighborhood
problems.The fifth generation (5G) network has recently
emerged with faster speeds. The 5G network has many benefits,
including greater user accessibility, comprehensive community
networking, faster speeds with larger channels, and outstanding
dependability. Following the 1G, 2G, 3G, and 4G
communications, there has been significant advancement in
cellular network technology with the introduction of the 5G.
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Fig. 1: Classification of Normal and Anomaly

In recent years, there has been a significant increase in the
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threats to computer networks, equipment and infrastructure.
Cybersecurity has thus proven to be a serious issue. Identifying
malicious activity, such as suspicious activity and security
policy violations, is a significant problem that must be
addressed. An intrusion detection system can help deal with
cyber-attacks. These systems monitor networks for unusual
activity or intrusions [10]. Intrusion detection can employ a
variety of Machine Learning (ML) techniques, which are a
subset of artificial intelligence capable of detecting hidden
patterns or trends in data and making accurate predictions. The
IDS observes network traffic to detect abnormalities, potentially
indicating fraudulent activities at different stages of network
activities. For, e.g., Despite encryption and au- thentication,
data sharing over the internet lacks adequate security measures
in the 5G Networks. Attackers often modify their tactics, tools,
and approaches, resulting in significant repercussions such as
decreased productivity and financial harm. This research
designs an IDS for attack classification using multiple machine
learning classifiers. Six classifiers are evaluated. The evaluation
shows that Random Forest achieves the highest accuracy of
99.8%. This notable accuracy level offers the potential for
creating a resilient IDS system capable of effectively identifying
and addressing cyber threats.

Intrusion Detection System

Based on Data
Source Mechanism

— )

Host Based I0S || Network Based IDS Misuse1DS || AnomalyIDS || Hybrid IDS

Based on Detection

Fig. 2 Classification of Intrusion Detection System [16]

The rest of the paper is as follows: Section Il presents different
intrusion detection methods and attacks. Section 11l provides
related work. Section IV describes the proposed methodology.
Section V analyses the implementation and results. Section VI
concludes the paper.

1. INTRUSION DETECTION METHODS
AND ATTACKS

An IDS monitors network traffic to identify potentially harmful
transactions. When one is found, it promptly alerts users [14].
Higher degrees of detection lead to more accurate identification
of possible intrusions. An IDS can be classified into two classes.
One is based on the data source, and another is based on the
detection mechanism. Fig. 2 depicts these classes. One is based
on the data source, and another is based on the detection
mechanism. They are detailed in Table I. IDS monitors a system
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or network for malicious activity and prevents users—including
possible insiders—from gaining unauthorized access to a com-
puter network. The software searches for a network or system
for malicious activity or policy infractions. Using a Security
infor- mation and event management “SIEM” system, every
illegal activity or violation is regularly reported to the
administration or captured centrally [15].

3. RELATED WORK

To build a predictive model or classifier for the intrusion
detector learning task, it is necessary to distinguish between
“good (normal) connections,” and “bad connections,” or
intrusion attacks. State-of-the-art includes different detection
approaches. A few of them are discussed here. Jony et al. [23]
showed diverse ML techniques to identify and demonstrate the
threat or intrusion for software-defined5G architecture. This
architecture comprises the administration and control, data and
intelligence, and forwarding layers. Van et al. [16] provided
comparative study in different ML methods, including In IDS,
we use linear discriminant analysis (LDA), classification and
regression tree (CART), and random forest.

Types Defination Examples
Host Host  intrusion detection systems | As HTTPS is
Intrusion (HIDS) mun on independent hosts | unencrypted and
Detection | or devices on the network. A HIDS | before instantly
Systems monitors the incoming and outgoing | enering its web
(HIDS) packets from the device only and will | presentation
alert the administrator if suspicious or | layer then, this
malicious activity is detected. system would
need to reside
in this interface,
berween to use
the HTTPS [T1].
Network A Network Intrusion Detection Sys- | NIDS [
Intrusion tem (NIDS) is a security mechanism | installing it
Detection that monitors network traffic for sus- | on  the subnet
System picious activity or unauthorized access | where firewalls
(NIDS) attempts. It analyzes packets of data | are located to
that are transmitted across a network | see if someone
to identify and respond to potential | is trying to crack
threats. NIDS can be either signature- | the firewall
based or anomaly-based.
Protocol- Protocol-based intrusion detection sys- | Multichannel
based tem (PIDS) comprises a system or | Many-Class
Intrusion agent that would consistently reside at | Real-Time
Detection | the front end of a server, controlling | Neural Spike
System and interpreting the protocol between a | Sorting With
(PIDS) userfdevice and the server. Convolutional
Neural Networks
[12]
Application] Amn application Protocol-based Intrusion | this would
Intrusion Detection Systern (APIDS) is a system | monitor the
Detection | or agent generally residing within a | SQL protocol
System group of servers. It identifies intrusions | explicitly to the
by monitoring and inerpreting commu- | middleware  as
nication using application-specific pro- | it transacts with
tocols. the database in
the web server
Hybrid Hybrid intrusion detection system com- | NA
Intrusion bines two or more approaches to the
Detection intrusion detection system. In the hy-
System brid intrusion de ection system, the host
agent or system data is combined with
network information to develop a com-
plete view of the network system [T3].

Fig. 3 Depicts these classes.

Amma et al. [24] emphasized the need to detect cyber hazards
and utilize ML techniques to counter them to safeguard the 5G
networks. Belgrana et al. [17] introduced two methodologies for
Network intrusion detection system (NIDS): Condensed
Nearest Neighbors (CNN) and Ra dial Basis Function (RBF)
neural networks, achieving accuracy rates of 94.28% and



95.54%, respectively. Kasongo et al. [18] employed a filter-
based feature reduction technique across five supervised
models, resulting in improved accuracy with reduced features
on the UNSW-NB-15 dataset for binary classification tasks
reducing features increased accuracy from 88.13 to 90.85% for
decision-tree-model. Khan et al. [19] improved model
performance by using Random Forest, XG Boost, Decision
Tree, Bagging Meta Estimator, and KNN achieved accuracy of
74.87%, 71.43%, and 74.64%, respectively. Moustafa et al. [20]
used the Wrapper Feature Selection technique with Random
Forest (RF) to create the Network TON loT dataset, resulting in
high accuracy scores of 93.83% and AUC scores of 91.28%.
Tama et al. [21] developed a Gradient Boosting Machine
(GBM) to detect anomalies using features from NSL KDD,
UNSW-NB 15, and GPRS datasets [26] . GBM outperformed
other models in AUC, specificity, false-positive rate, sensitivity,
and accuracy. Alazzam et al [25] compared decision tree (DT)
and pigeon inspired optimizer (PIO) for feature reduction in
IDS. They used Cosine and Sigmoid PIO techniques on UNSW-
NB 15, NSL-KDD, and of 94.7% [28]. Table Il summarizes
research endeavors utilizing ML techniques for IDS operates in
stages as follows.

TABLE I1: Comparative Studies

Author Used Dataset Feature Selection Technigues Accuracy
Belgrana er al. (2021) [14] | Condensed nearest neigh- | Radial basis  function | CNN 9428%, 95.54%
bars (CNN) (RBF)
Kasongo er al(2020) [15] | UNSW-NB 13 XGBoost algorithm SVM Logistic Regression, | 6039, 77.64, 4.4
KNN
Khan er af. (2018) [16] [ UNSW-NB 13 dataset Feature importance (RF) | XGBoost, RF, Bagging, | 7143%, T487%, T4.64%,
KNN, DT TA0%, TL10%
Moustafa et al. (2021) |17] | Network TON-IoT Wrapper Teature selection | GBM 083%
technique-hased RF
Tama et al. (2019) [18] | NSLKDD, UNSW-NB 15 | Complete feature GBM OL31%  (UNSW-NB),
and GPRS 9182% (KDDTest +),
86.51% (KDDTest-21)
Mefiah e ol (2019) J20] | UNSW-NB Random Forest LR, GVM and SVM TIN%, 6183%, and
8.11%
Proposed Model NSL-KDD 99 Random Forest, XG Boost, | Random  Forest, KNN | 99.89%, 98.7%, and 99% ,
K Values Classifier, Decision Tree, | 92%. 92%, %443%
Naive Bayes, Logistic
Regression, XG Boost,

4. METHODOLOGY

This work suggests an IDS with various ML-based algorithms
to identify an attack in the 5G Network. The proposed IDS
assists in assessing the security structure of the 5G system and
sounds an alert if an intrusion is discovered. Figure 3
demonstrates the proposed IDS framework, including each
selected ML algorithm implemented. The suggested IDS
framework, including each selected ML algorithm
implemented. The suggested IDS operates in stages as follows.
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Fig. 5 Proposed Intrusion Detection system

4.1 Datasets Acquisition

The first phase involves data collection. This work uses
the NSL-KDD dataset, which is a modified version of the
KDD-99 dataset. The retrieved dataset analyzed 37
attributes to determine the characteristics of network data
being transferred over the network. There are a total of
1,61,606 entries, which range from 0 to 1,61,605. The
NSL-KDD dataset includes a variety of features and two
standard labels. The first label indicates the absence of an
attack. The second label classifies the intrusion. The NSL-
KDD dataset has several advantages over the KDD-99
dataset [26][27] including removing redundant records
from the train set, providing a sufficient number of
records, producing less biased results, and so on. As a
result, the NSL-KDD dataset is more efficient and
provides a higher evaluation of accuracy for various
machine learning techniques [12].

4.2 Datasets Preprocessing

This stage involves feature reduction, data cleaning,
normalization, and standardization of the chosen dataset
[13]. Data cleaning and normalization are critical because
they remove and refine irrelevant and incomplete data to
produce better results. Normalization organizes the data
and changes the values of numeric columns in the dataset
to use a standard scale, making classification easier
without changing the meaning of the data, i.e., without
losing information and distorting data differences in
ranges of values. The dataset has 37 attributes, as shown
in Table I11. After normalization, it has 115 attributes.

TABLE I11: 37 Attributes for Data Preprocessing



5 Na Columns Datatype
[1] duration int6d

1 protocol type object
2 service object
3 fag objct
E sIc bylkes int6d

3 dst bykes 6
& land init6d
i wrong fragment it
] urgent int6d
0 hot int6d
10 num fuledogins intfd
11 logged _in intfd
1Z nuim_compromised int6d
i3 root_shell inted
id su_attempied int6d
15 oot it
16 num_file_creations init6d
17 num_shells e
1E num_access_hkes imtEd
19 num_putbound_cmds int6d
2 15_host_login intfd

2 15v_guest_login intid
il count int6d
2 srv_oount int6d
24 SETTON_rate Anatfd
25 ST¥_SETTOr_rake Aoathd
16 TerTor_rake Aoathd
27 SIV_Rerror_rate Hoaths
2 SAMC_S0v_raie foaths
X diff_srv_rate Aoathd
30 srv_diff_host_rate Aoatfd
kil dst_host_count intid
32 dst_host_srv_count int6d
33 dst_Tvost_same:_srv_rake foathd
34 dst_host_diff_srv_rae Anatfd
35 dst_host_same snc_port_rabe Aoathd
36 dst_host_srv_dift_host_raie Hoatfs
37 dst_host_sermor_rate Hoaths

4.3 Data Splitting and Algorithm Selection

The various ML-based algorithms employed in the
proposed IDS are decision tree, XgBoost, random forest,
KNN, Naive Bayes Classifier, and logistic regression.
Table Il provides some attributes for each of the selected
algorithms.Table 1V describes these chosen algorithms,
which are applied with a splitting ratio of 80:20 on the
dataset. The best algorithm is chosen based on its
accuracy in classifying the attack as normal or anomaly.

4.4 Attack Detection Mechanism

The IDS's primary responsibility is to develop a predictive
model capable of distinguishing between an attack and a
poor connection. A predictive model capable of
distinguishing between a good connection (i.e., not an
attack) represented by the label regular and a bad
connection (i.e., an attack) defined by the label anomaly.
The block schematic of the detection mechanism in the
proposed IDS is seen in Figure 4. The IDS module
continuously monitors network or system activities to
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identify and respond to anomalies and expected behavior,
respectively. Multiple ML algorithms employed in the
IDS system enhance this module to analyze suspicious
attacks. One advantage of this detection module is that it
is lightweight and provides a more effective attack
detection rate by leveraging a combination of ML
algorithms and optimizing the detection process.

5. IMPLEMENTATION AND RESULT
ANALYSIS

This section evaluates the proposed IDS. The IDS
implementation is discussed, followed by an IDS-generated
analysis of standard performance metrics.

5.1 Experimental Setup

The proposed IDS implemented in WEKA environment [26].
The suggested IDS system’s output is attacking detection
through various supervised Machine learning algorithms. Six
machine learning algorithms are used to conduct fundamental
performance analysis. For maximum accuracy the selected
classifiers are evaluated at various training-to-testing data
ratios.

5.2 Evaluation Metrics

Accuracy is an important evaluation criterion for the
effectiveness of various machine learning algorithms in an
intrusion detection system. Recall, precision, execution time,
F-measure, execution time, and confusion metrics all help to
improve the evaluation. These values make understanding and
categorizing which approach produces the best results easier.
High precision, recall, and accuracy with a short execution
time are attributes of the best algorithm.

5.2 Results

The NSL-KDD datasets are used to evaluate the IDS's selected
machine learning algorithms at an 80:20 split ratio. The
accuracy and fundamentally related metrics, such as precision,
recall, and F-measure, are evaluated to determine the best ML
approach for the split ratio. Table V shows the various metrics
that the selected ML algorithms achieve in the suggested IDS.
Figures 5, 6, 7, and 8 show the confusion matrix for naive bay's
classifier, decision tree, random forest regression, and logistic
regression, respectively. Among the models Random Forest
has the highest accuracy for classifying attacks, at 99.89%.
Figure 9 shows the metric achieved by the classifiers. The
classifier also achieves an F1 score and precision value metric
of 0.998. Figure 10 provides these metrics by classifiers. The
evaluation with classification using various supervised
machine learning techniques achieves the Accuracy, F1-Score,
and Precision metric in the range of 94.45-99.89%, 94.4-
99.8%, and 95.4-99.99%, respectively.
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TABLE IV: Various Classifiers Algorithms

Classifier Method Classification]
Random Forest A collective of decision trees is | Trees
called a Random Forest. Each tree
is classified to classify a new ob-
ject based on its attributes, and the
tree "votes” for that class. The forest
chooses the classification having the
most votes (over all the trees in the
forest).

KNN Classifier It’s a simple algonthm that stores all | Function
available cases and classifies amy new
cases by taking a majority vote of
its k neighbors. A distance function
performs this measurement.

DATA PRE-

Naive Bayes | a Naive Bayes classifier assumes that | Bayes
80:20 g . :
Classifier the presence of a particular feature in
l a class is unrelated to the presence

of any other feature. Bayes theorem
provides a way of computing pos-

| e ternor probability P(c—x) from Plc).
l Pix), and P{x—c). Look at the equa-
tion below: PIC /X) = P X /C) *
P(C)/ P (X)
ANALYSIS

Decision Tree This algorithm divides the popula- | Tree
tion into two or more homogeneous
sets based on the most significant
attributes/ independent variables.
Logistic Fegres- | A melationship between independent | Rules
sion and dependent varables is estab-
lished by fitting them to a line. This
line is the regression line, represented
by a linear equation Y=a *X + b.
XGhoost combines multipke weak or average | Function
predictors to build a strong predic-
tor. These boosting algorithms work
well in data science competitions like
Kaggle, AV Hackathon, and Crowd-
Analytix.

Fig. 4 Implementation of IDS
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TABLE V: Performance Metrics of Various Machine
Learning Algorithms

Classifier Accuracy(%) F1- Precision(%)
Score(%)

Random Forest 99.89 99.8 99.99

KNN Classifier 98.7 98.1 98.4

Naive Bayes 92 95.5 98.8

Clas sifier

Decision Tree 99 98.10 98.56
Logistic 92 96.7 98.8

Regression
XGboost 94.45 94.4 95.4

6. CONCLUSION AND FUTURE WORKS

5G network has emerged as a high-speed communication
backbone. Subsequently, intrusion is possible within the 5G
traffic used for communication. It employs IDS to protect
against unauthorized access by anyone, including insiders, and
monitors malicious activity on a network or system. This work
has suggested an IDS with various machine-learning
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techniques to determine whether there is an attack addressing
5G networks. This objective is to provide an integrated
intrusion detection system for identifying any real-time
anomaly attacks in the 5G network under observation. Thus,
the proposed approach can quickly and accurately identify
anomalies in a real-time model while employed for a 5G
Network. Future work includes entering more ML models for
more accurate results.
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