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1. INTRODUCTION 

    Data is one of the major and precious strengths of an 

organisation. Data can be of three different categories. Data in 

transit or movement, Data at rest and Data in use. Data is in 

movement pointing to data carried from one site to another. 

When the data is in motion, the contents are transferred from one 

location to another, it is essential to safeguard the data from all 

kinds of cyber-attacks and wiretapping. Most of the attacker’s 

intercept and try to steal the data and modify the information 

contents. Attackers are becoming more intelligent while 

adopting new methods to exploit the vulnerabilities of the 

existing setup. In a way, the entire system gets hacked and 

compromised.  

The data encryption for data in use and data at rest is mentioned 

in [1]. There are various ways to protect the data within the 

organisation, and it is equally important and essential to 

safeguard financial records and employee data.  The data 

encryption methods can be incorporated easily to encode the 

information in an unreadable format and authenticate it. It can 

make sure that only authorized users are able to modify and 

access the data. However, these methods cannot be considered 

as a complete solution when data protection is a major concern 

for data in motion. There is high time to take power over data 

and defend it from hacks when the data is in motion. For 

corporations or any organizations, if they have branch offices at 

different locations, it is very much required for them to have their 

own secure tunnel to transfer the data and protect the data from 

various kinds of cyber-attacks. 

 

 

 

When numerous amounts of sensitive data are present, like 

financial report, and Health records, the best method would be 

encrypting and transferring the data from one place to another, 

however, it may get disturbed by other traffic. The legitimate 

data traffic would need a separate channel or tunnel, a secure 

passage to deliver data in the most secure fashion. The 

established channel can be used to transfer the data securely. 

Security enhancements while data transfer is mentioned in [2]. 

The safety tunnel would also mitigate various cyber-attacks such 

as wiretapping, and ransom attacks. Various cyber threats are 

mentioned in [3] also to be mitigated when the data is in motion. 

The main idea is to create a secure tunnel to forward the 

legitimate traffic. The end-to-end communication will take place 

i.e., data movement from A to B through required protocols, and 

data conversions to suit for different interfaces. The private 

network moves the data or information towards a larger network 

or internet. The most common tunnel is the VPN tunnel used by 

more corporate offices which does not protect the data from 

cyber-attacks mentioned in [4]. The Fig 1 shows how the traffic 

flows to and from VPN. When the user is trying to connect VPN, 

immediately user is directed to website or captive portal, where 

all the credentials are entered. All the user login details are 

captured by the attacker 

in a captive portal and that is how attackers get hold of all the 

important logging information and high chance of data breach 

taking place. The user who is trying to access the VPN, end up 

in giving all the important data. In a way, the user information 

will be accessed by the attackers and attackers steal important 

data information with the illegal use of credentials. 

 

© 2023 The Author(s). Published by Indian Society for VLSI Education, Ranchi, India 

 

 

 

 
ABSTRACT 

Securing the data is very important nowadays because a lot of data breaches are happening, every now and then. 

Many large and branded corporations are the huge victims of cyber security breaches. Encryption and authentication 

offer a good amount of security; however, these cannot be included as an integrated solution and it does not seem to 

be the end goal over the data life cycle when the data is in motion. Many security tunnels are available such as Virtual 

Private Network (VPN), Software Defined Wide Area Network (SD-WAN), which can transfer the data from 

however they do not consider mitigating various types of cyber-attacks, wiretapping. Therefore, it is an extension to 

fill the research gap to build the global wide area tunnelling for cyber security in motion product. The present work 

relates to cyber-attack mitigation, information-theoretic security in motion, at rest. Methods are included for storage 

intrusion mitigation with content routing across an overlay network. Overlay network is built upon Data Transport 

Security Controllers (DTSC), System modules are operating at the control of Universal Controller (UC). Securing 

data at motion is provided through erasure coding and encryption. Securing data at rest is provided by storing it in 

safe vault, were constantly data sync from proxy system and incorporating data distributed across multiple vaults. 
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Fig. 1 Data Traffic Movement to and from VPN [4] 

 

It is also equally important that when data is at rest or in use, 

continuously monitoring must be incorporated to check whether 

attacker has modified any binary, increased number of processes. 

Then certain action to be taken such as stopping the migration of 

data and booting the client machine migration of data and 

booting the client machine. 
 

2. BACKGROUND 
 

Traditional Storage systems have been built with initial goals of 

performance of a storage system, scalability, and reliability 

aspects. It was always considered that data can be stored inside 

a secure and safe perimeter of a corporation and hence network 

security systems would protect data from external attacks. Such 

storage systems added security on an extra feature approach 

rather than security is a part of approach by design. Encryption, 

authentication, and identity management offer good amount of 

security but not built as an integrated solution and does not look 

at end to end perspective over data lifecycle when data is in 

transit. Traditional storage systems do not address end to end 

data-centric security in motion in the context of wiretapping and 

cyber-attacks on encrypted data streams. In the present work, a 

list of methods, System, and architecture to detect intrusions to 

storage systems, mitigating it and securing data during motion 

with information theory, secure content forwarding across an 

overlay network and system security techniques are 

implemented. The data at rest should be also protected by storing 

in multi-node vault systems as more data theft happen when data 

is at rest. 

 

3. LITERATURE SURVEY 

 
The Data Transport Security Tunnels belongs various domains 

like cyber security, cloud security, computer networking, 

Information security etc. A lot of research has been done on this 

topic and several researchers have written scientific articles and 

research papers on various security tunnels and data transmission 

through the tunnels. The summary of the same is mentioned 

below, in the literature survey. 

Automation of VPN Tunnel Deployment between Trusted Users 

is described in [5]. The work incorporates REST API to perform 

client to server communication. Once the tunnel is deployed the 

configuration update is carried out from server to client. The 

work depicts a method of deploying VPN in Linux. It also 

provides higher security and safety; the user can securely 

connect through the tunnel transmit the data securely and 

evaluate the performance. 

Open V Proxy: Low-Cost Squid Proxy Based Teleworking 

Environment with OpenVPN Encrypted Tunnels to Provide 

Confidentiality, Integrity and Availability is proposed in [6], a 

solution is being proposed for the existing network environments 

with spending too much money, utilizing the capability of 

deploying open VPN to work remotely in secure fashion along 

with maintaining confidentiality, integrity, and availability. The 

proposed solution will be varying for single and multiple 

organization. With the use of Open Proxy at time around 250 

clients can work securely and simultaneously. 

Reinforcing Protection against Chosen-plaintext Attack using 

Ciphertext Fragmentation in Multi-cloud Environments is 

described in [7]. The proposal here is to modify SFD (Secure 

Fragmentation and Dispersal) to be more resistant and secure 

towards chosen plain text attack, making it very difficult for the 

adversary to get hold of all the fragments. The proposed method 

includes the separation of the halves of cipher block, instead of 

separating the continuous blocks of ciphertext, and performance 

is analysed and compared with initial SFD. 

Improving Security and Privacy Attribute Based Data Sharing in 

Cloud Computing is proposed in [8]. CP-ABE (Ciphertext-

Policy, Attribute Based Encryption) technique privacy 

preserving model is incorporated as a solution. The depiction of 

how user privacy and confidentiality is achieved without adding 

a greater number of computations in decryption algorithm is also 

present here. 

Cyber KPI for Return on Security Investment is proposed in [9]. 

In this paper a solution is proposed by referring to various 

metrics like foiled attacks, vulnerabilities, and threats etc and by 

considering Key performance indicators, since there are no fixed 

metrics used by any organization, return on investment is 

measured. 

An Empirical Analysis of Plugin-Based Tor Traffic over SSH 

Tunnel is proposed in [10]. The issue of validating the traffic and 

normal SSH traffic and tor traffic are compared with different 

plugins such obfs3 and obfs4 is addressed here. Various 

Upstream and Downstream flows are checked against metrics 

such as accuracy rate and false positive rate.  

On Deep Reinforcement Learning for Traffic Engineering in SD-

WAN is mentioned in [11]. Here, it is being suggested that 

establishing WAN is more efficient as compared to MPLS. 

Different Traffic Engineering are incorporated to sustain the 

solutions of services of WAN. The reward function is extended 

to include to increase the performance with respect to SD-WAN 

at the customer premises equipment. 

Social SDN: Design and Implementation of a Secure Internet 

Protocol Tunnel between Social Connections is included in [12]. 

The proposed solution here is the building tool, which resolves 

the issues with respect to E2EE network services. Social SDN 

(Software Defined Network) Need to support ad-hoc Wi-Fi so 

that secure peer-to-peer connections can be made without the 

need for any third-party infrastructure. 

 Taxonomy of Challenges in Cloud Security [13]. The 
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Fundamentals of   cloud computing and security concerns, 

various risks and solutions in cloud is highlighted here. Various 

open research questions about cloud protection are analysed. 

This is mainly since cloud protection poses as the largest issue 

for data owners. Open ended data protection problems will 

continue to affect the cloud. However, this paper does not cover 

all the aspects of cloud security. 

Enabling Cyber Security Data Sharing for Large-scale 

Enterprises Using Managed Security Services is mentioned in 

[14]. When using the MSS (Managed security services) 

platform, attempts to keep combine and keep the confidentiality 

when sharing data are made. Sharing the data within managed 

security service platforms daily would be difficult. The MSS 

environment is complex and the different components are 

integrated in a complicated manner. This paper also underlines 

the challenges of data sharing MSS platform. 

 

4. PROPOSED WORK 

 
The proposed work relates to a set of methods and architectures 

for implementing cyber risk mitigation and information security 

services for data in motion and data at rest. 

Securing Data in Motion  

To secure data in motion, the overlay tunnel is built on number 

of Data Transport Security Controller nodes, which is centrally 

controlled by Universal Controller. The node failure, adopting to 

new route to transmit the data from source to destination across 

security tunnels details are specified in this section. The Figure 

2 shows system architecture of data transport security tunnels. 

 

 
Fig. 2 System Architecture of data transport security tunnels 

 

 The major components are Data Transport Security Controller, 

Universal Controller, Safe vault. DTSC is the heart of the 

Architecture. Which constantly sync various security data and 

interstate data graph with Universal Controller. Universal 

Controller that has various modules integrated for metadata, 

security contexts, telemetry data captured from different 
systems. Safe Vault is the static end, connecting other parts to 

storage at-rest. The present disclosure shows end to end security 

and guarantees the data during motion.  

 

 
Fig. 3.  Data Transport Security Controller Overlay Tunnel 

 
Data Transport Security Controller uses separate channels for 

control or configuration traffic, Data Traffic, and security traffic. 

There are 3 lanes mentioned such as Control &Config Lane, Data 

Lane, and Security Lane. UC contains Security features 

Database and Route/Path Database list. Security lane will carry 

traffic for Data Transport Security Controller List Database 

which is depicted in figure 3. 

The DTSC route information and configure information is 

updated through control plane. The Rx receiver module receive 

the traffic from any of the connected DTSC nodes. Then Tx 

module will further forward the data to upstream nodes. The 

originator module will further forward the content to upstream 

DTSC nodes. According to the hello message response update, 

the Data Transport Security Tunnel overlay tunnel route would 

be updated. 

Conventional neighbour reachability and link state graph 

building method of underlay, packet level routing cannot be 

applied here, as all Data Transport Security Controller nodes are 

not L2/L3devices but operate at application level. 

In overlay network routing, at application layer, all the end-to-

end delivery of data fragments will be handles by University 

Controller-Data Transport Security Controller pair. The details 

of the data fragments created mentioned in the next session. UC 

also has various metadata for storage security management and 

security state and system state of various connected parts which 

is recently stored. 

The data will be transmitted to receiver from sender through 

overlay network, in terms of data fragments. In this work Reed 

Solomon on erasure coding is incorporated to split the data 

contents into secret and not intelligible partitions or groups. 

With reed Solomon algorithm combination is available, if a 

content of data is split into N pieces, only M pieces needed for 

fully recovery, only M pieces of the content will be sent   to M 

distinct list Data Transport Security Controllers in a overlay 

network. As shown in below figure before erasure coding, the 

data content can be redacted with blocks of data removed as gap 

blocks [27]. 
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Fig. 4 Fragment Creation from the data 

 

 

 

The file or customer uploaded data can be split into either 3 

fragments using reed solo man erasure coding. Once the minimal 

number of partitions or fragments are received in the data 

communication of erasure coding, the encryption key is left with 

the data before making the secret split, and those fragments are 

transmitted to the destination node. With reed Solomon erasure 

coding, if three fragments are made, then out of which two of the 

fragments are sent to different routes or paths to the destination. 

At the destination, the file will be recovered from those 

fragments. Out of 3, only two partitions are required for data 

recovery i.e., only m pieces are needed. 

 Once the fragments are created, every DTSC node is to look up 

the next hop listed in the routing list created at the first DTSC 

node. Every different fragment of data is referred as a fragment 

set. Each member of the minimal fragment set receives a unique 

set of path lists, embedded in the fragment, and transmitted by 

the first DTSC node. Then every next node, simply look at the 

list, and update the next node and this process repeats until the 

fragment reaches the last Data Transport Controller node. As 

each fragment goes through an exclusive list of routes are 

referred to as a Exclusive path routing. 

Securing data at rest 

When data is stored in any public cloud storage based on some 

form of object storage is referred to as a Data vault. Data Vaults 

run in a generalized manner and have open ports for receiving 

connections. In connection with this, Safe Vault referred to the 

Figure 2 is the enabling component to implement security at the 

rest part of the specification. It is very common to store file-level 

data in the file systems or in object storage systems. 

  

5. EXPERIMENTAL FRAMEWORK 

 
5.1 SECURING DATA IN MOTION 

 

The test was performed by using 4 nodes in a virtual machine. 

The sender node has the IP address say 10.0.0.0, and the node is 

configured with the required binary and library. The sender 

script was initiated through GUI mode, then the sender script 

will add the source and destination address and by using RAID 

binary, 3 fragments will be made which was mentioned in 

erasure coding. The sender node will send a Hello message to all 

the intermediate nodes, based on the Hello message response, 

the fragments will be sent to a particular intermediate node. 

 

sudo ssh root@10.0.0.0 

sh senderscrpipt.sh 

 

Root access to the system, then invoke the sender script, once 

the sender script is invoked, fragments will be sent to 

intermediate nodes. The created fragments will be stored at the 

following path. By specifying the IP address and port number, 

created fragments would be sent to the intermediate node’s lane 

buffer. Further, through all intermediate nodes, it reaches to 

receiver node. 

 

tree /home/frag/Ramp/1/ 

sudo /ath/bin/Client $nodeIP2 30006 $i inramp/lane_1/$i 

 

The receiver script is executed and acknowledgment will be sent 

to sender. once sender gets the ack of data, then sender machine 

will remove the sent files. Based on the Rx is up and running in 

mailto:root@10.0.0.0
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each node, the sender transfers the data to corresponding node. 

The fig 5 a) shows if two intermediate nodes are up and running, 

then fragments from source to destination will reach passing 

along intermediate nodes. The fig 5 b) depicts if one of the 

intermediate nodes, is down say node 3 is down, then fragment 

will be sent directly to destination from source. So, it indicates 

that if any of the fragments are lost, still we can recover the file. 

 

 
                                         (a) 

 

                                            (b) 

 
 Fig. 5   Experimental Framework 

 

In this way, we are creating the virtual path tunnel with number 

of Data Transfer Security Controller nodes, Data Fragments 

would be sent to receiver across intermediate nodes. Each node 

maintains routing list before traversing, static routing is carried 

out. Wiretapping and other cyber-attacks are mitigated.  

Securing Data at Rest  

There will be a proxy and vault in secure vault. Proxy is the 

system that contains the files that need to be sent to the vault. 

The vault is the object storage where all the files are being stored. 

So, in multi node, we have proxy in one system and vaults in 

other systems. So, totally, we have three systems for vault 

storage such as (SV1, SV2, SV3). The Universal Controller 

controls the proxy and stores the data files in proxy. From there, 

we are sending the files to different vaults. Referring the UC 

component from the figure 2, which is the main component of 

overlay network. UC takes care of Rx status (Receiver status of 

each Data Transport Security Controller node is up or down), 

Binary Modification, Process surge (Increase in number of 

processes). Binary Modification means, any system can be 

tampered and any binary can be replaced by a malicious 

adversary. UC component interacts with Safe Vault through 

proxy system. 

Considering the experimental set up given in Fig 6, Node 1 is the 

server (UC), which sends the object files to proxy system. In 

turn, the files will be retrieved by the vaults. In proxy, we need 

to configure server ip and customer id. Then in vault mention the 

vault id, customer id and proxy system ip address. Then start the 

service of ddserver in proxy system and ddclient in vault 

systems. 

 

vim /ath/data/proxy/config/config.xml 

and  

vim /ath/data/cloudapi/config/cong.xml 

 

cloudpushpvt <file_name> <customer-id> <vaulted> 

where the filename is the name of the file that want to be sent, 

customer ID is given while installing, here we have considered 

as 1. Vault id is given as the   ip address of the vaults, which is 

mentioned in the experimental framework fig 6. After successful 

execution of cloudpushpvt (pvt-means private), files will be sent 

to proxy (as temporary storage) then it will be pulled to vault. 

Similarly reverse process is carried out to pull the data from 

vaults. 

Safe Vault provides further cyber-attack protection, if one vault 

failed or is compromised, data can be retrieved from other vault 

nodes with no data loss. 

 

 
      Fig. 6   Experimental Framework 

 

 

6. COMPARATIVE ANALYSIS 

       

The comparative study of Data Transport Security Tunnels with 

VPN (Virtual Path Network), MPLS (Multiprotocol Label 

Switching) and SD-WAN (Software-defined Wide Area 

Network) is shown in the Table 1 

The comparative study table shows how research gap about 

security and various attacks such as Wiretapping and 

Ransomware attack can be addressed by data security tunnels, it 

can be provided as a SAAS product for the customer. The 

customer can register and login to send the data securely by 

using this SAAS product to their family and friends. 
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 Table. 1 Comparative Study Table 

 
Parameters VPN MPLS SD-

WAN 

Proposed Data 

Transport 

Security 

Tunnels 

Open 

Connectivity 

At the close of 

VPN tunnel 
establishment, 

the system 

permits 
networking 

capabilities to 

all other 
applications 

and services 

[4] 

Multi-

protocol 
Label 

switching 

uses the 
dedicated 

links, permits 

only required 
services to 

pass on. 

Increasin

g the 
ability of 

WAN 

services 
to make 

sure, the 

networki
ng 

capabiliti

es are 
forwarde

d [11]. 

Once the data 

transfer security 
tunnel 

established, 

then 
networking 

capabilities are 

not easily 
permitted to 

other services. 

Cost  The cost of 

VPN is 

relatively low 

compared 
other security 

tunnels 

Due to the 

longer 

installation 

of MPLS, it 
is very 

costly. 

SDWAN 

is cost 

effective. 

Data Transport 

Security 

Tunnels is cost 

effective. 

Wiretapping Wiretapping 
is possible 

Wiretapping 
is possible 

Wiretapp
ing is 

possible 

Wiretapping is 
avoided 

Ransom 
Attack 

Ransom 
attack not 

detected 

MPLS does 
not check 

whether there 

is any 
modification 

in the data 

size 

The 
attack not 

detected 

at the 
customer 

premises 

Ransom attack 
is easily 

detected and 

alert message 
will be sent to 

customer 

machine 

Improved 

Operational 
Efficiency 

NO NO YES, 

50% 
operation

al 

efficienc
y is 

improved 

compare
d to 

MPLS. 

YES, there is a 

60 to 70% 
improvement in 

operational 

efficiency. 

Scalable VPN is not 
scalable; it is 

very difficult 

to manage as 
more and 

more sites are 

added to 
WAN. 

Easily 
scalable and 

reliable 

compared to 
VPN. 

SD-
WAN is 

scalable 

and 
grants 

flexibilit

y 

Data transport 
Security Tunnel 

can be scalable 

easily by adding 
several 

intermediate 

nodes to 
transfer the data 

securely across 

the route from 
sender to 

receiver. 

 

 

7. CONCLUSION 

 
Methods for Storage Intrusion Mitigation with Data transport 

security tunnels, implement the overlay network and to be able 

to transfer the data through the secure tunnel from sender to 

receiver. And, how protection of data is provided at rest. Various 

cyber-attacks are mitigated when data is stored in safe storage, 

even if one of the storage vaults is compromised the attacker will 

not be able to get the complete data as multiple nodes hold the 

complete data. Similarly, the tunnel is created on an overlay 

network to transmit the data securely through DTSC nodes 

controlled by UC and avoids wiretapping and other cyber-

attacks. The detailed comparative analysis of Data Transport 

Security Tunnels with other security tunnels is analysed for 

various parameters. The dynamic routing is to be incorporated 

for routing packets through different nodes and maintaining the 

adaptive nature of accessing any data transport security 

controller node in case of failure of node and occurring of cyber-

attack is to be considered as a future enhancement of present 

work. 

As compared with VPN, MPLS and SD-WAN, Data Intrusion, 

mitigation, and data security tunnel provide security of data 

when it is in motion. It is easily scalable and does not require 

much settings. 

The proposed work of Methods of storage intrusion mitigation 

with data security tunnel secures the data against Ransomware 

and Wiretapping attacks, and transfer the data securely through 

tunnel by dividing the data into various fragments. This is unique 

capability, which is not present in previous works. 
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