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1. INTRODUCTION 

Intelligent technology is one of the promising subjects of 

research and development in the field of cybernetics and 

information science [9]. Elliptic curves were autonomously 

applied by Miller and Koblitz in 1985 [10]. 

ECC is a public key encryption technique used to compact 

and systematic cryptographic keys. ECC provides very 

good security to the digital content. 

The elliptic curve is obtained from algebraic cubic 

equation with modular operation. Mainly ECC works by 

creating an equation from the arithmetic group derived 

from the points where the line intersects the axes. 

Equations based on elliptic curves are very valuable as it 

can perform forward processes but extremely difficult to 

turnaround. 

1.1 Elliptic Curve Computation 

In mathematics, an elliptic curve is a plane algebraic curve 

defined by equation (1) of the form, 

y2 mod P = (x3+ax+b) mod P (1) 

‘a’ and ‘b’ are the constants satisfying the below condition, 

4a3 + 27b2 ≠ 0 (2) 

The equation (2) is called the Weierstrass normal form for 

elliptic curves, which is non-singular, that is, the curve has 

no points or self-intersections. 

Comparing security of RSA 3072-bit is almost equivalent 

to 256-bit ECC private key. 
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ECC is a trap door function, which is used in public-key 

cryptography, it means finding the secret keys from the 

sender ‘A’ to receiver ‘B’ is easy but finding the secret keys 

from the receiver ‘B’ to the sender ‘A’ is infeasible. 

ECC relies on the concept of Point Multiplication, Q = nP. 

If ‘P’ is the point on the curve (1) then another point on the 

curve (1) is obtained from continues addition using (3), (4) 

and (6). If two points on the curve are different the third 

point is obtained using (3), (4) and (5). 

The special addition operation ‘O’ is called point at infinity. 

If ‘3’ points are on a line intersect an elliptic curve, the sum 

is equal to this point at infinity O. There are various 

operations performed on an elliptic curve the following 

major two operations called addition operation and 

doubling operation and it is given in the next section with 

the required equations and formulae. It is necessary to 

follow the mathematical steps to obtain the points in the 

defined elliptic curve [10]. Let the points P = (x1, y1) and Q 

= (x2, y2) be in the elliptic group Ep(a, b)and ‘O’ is the point 

at infinity. 

The rules for addition over the elliptic group Ep (a, b) are 

as follows: 

a) P + O = O + P = P 

b) If x2 = x1 and y2 = –y1, that is P = (x1, y1) and Q 
= 

(x2, y2) = (x1, –y1) = –P, then P + Q = O 

c) If Q ≠ – P, then the sum, P + Q = (x3, y3), the 

values of x3 and y3 are calculated using (3), (4), (5), and (6) 

x3 = (λ2–x1– x2) mod P (3) 
y3 = λ(x1 – x3) – y1 mod P (4) 
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1 1 

 
if P ≠ Q, 

λ = (y2 – y1)/(x2 – x1) (5) 

if P = Q, 

λ = (3x 2+ a)/2y (6) 

 
1.2 Doubling Operation 

Given the point P (x1, y1) on the elliptic curve here point 

doubling is the addition of a point ‘P’ itself to obtain 

another 

point as ‘2P’ on elliptic curve. The tangent line at ‘P’ will 

intersect the elliptic curve at exactly one more point ‘–S’. 

The reflection of the point ‘–S’, gives the point ‘S’ as the 

doubling point of the point P only if the y-axis of the point 

‘P’ is non-zero. 

For P ≠ –P, 2P is given by (x3, y3). The two users must be 

aware of the parameters related to the ECC. For one 

successful communication through ECC, it requires an 

elliptic curve which is chosen based on the three 

parameters ‘a’, ‘b’, and ‘P’. The values a and b need to 

satisfy equation 2. The value P (Prime number) decides the 

creation of the elliptic points table based on the above three 

parameters, the ECC curve is created, and the curve points 

are stored in the table Ep (a, b). This table is resized to the 

size of the image; the points are in cyclic order. 

 

2. RELATED LITERATURE WORKS 

 
In recent years many researchers have developed various 

techniques in the field of ECC for the security of data. K. 

Shankar and P. Eswaran [1] proposed image encryption 

using the Differential Evolution (DE) method and 

performed an optimization process. 

Ali Soleymani [2] focuses on the various designs of 

image cryptosystem. Different techniques and security 

analysis methods for encrypted images are mentioned. 

Kinani and Amounas proposed a mapping model 

method based on matrix properties used for the 

alphanumeric characters only [3]. 

There is an alternate method developed based on the 

matrix by Amounas for securing text data [4]. S. Gupta [5] 

provided image transmission in the medical field was the 

image act as plaintext after compression and then 

encrypted. Parma Nand Astya and Bhairvee Singh [6] 

performed image encryption and decryption by converting 

an image as a stream of bits and creating it as various grids 

which give pixel’s intensity. These are mapped into elliptic 

curve points. O.S. Rao and S.P. Setty [7] suggested on the 

plain message using two mapping methods. 

The first method was very weak known to be static 

mapping another was that various steps were available for 

a single character to select as a point, but it increases 

complexity, usually Elliptic curve cryptography is 

compared with RSA algorithm based on the key size, time 

of execution, memory. Table1 shows the comparison of 

RSA, Elgamal and ECC with various important 

parameters. 

Table. 1 Comparison – Key Sizes 
 

Parameter RSA ELGAMAL ECC 

Key 

Generation 

(bits) 

024 - 

15360 

024 - 15360 163 - 571 

Security Medium High Very High 

Time Taken 

(sec) 

166.078 166.078 0.522 

Memory 

usage (bytes) 

1091 1091 124.3 

Latency (ms) 381 381 101.9 

 

Ali S et al., [8] has proposed a new technique to use 

mapping method. They convert pixels of images to 

coordinates of the Elliptic curve. Larry [9] in a book by the 

name Hybrid Intelligent System explained about the 

development of intelligent technologies. Shaik Hedayath 

Basha and Jaison B in [10] explain a new method of 

message transmission system using a convolution wheel 

concept using ECC. 

Laiphrakpam Dolendro Singh and Khumanthem Manglem 

Singh [11] explain image encryption and decryption using 

ECC. Mehrabi [12] proposed residue number systems 

based ECC using two standard curves short weierstrar and 

twisted Edwards curves in Xilinx and reduced the time for 

the multiplication process in ECC. In [13] raw RGB images 

are encrypted by 15 different encryption keys. 

K. Sowjanya in [14] uses 160 bits of ECC to provide 

security and strength for IoT applications. Almajed in [15] 

provides the several encryption schemes with the analysis. 

In [16] efficient ECC was proposed with the throughput 

60MBPS. Piljoo Choi in [17] proposed ECC processor - 

180nm-CMOS technology to perform 256 bits 

multiplications and have better throughput. 

In [18], backdoor concepts were discussed and 

implemented Secretely embedded Trapdoor with Universal 

protection. 

In [19] Vijaykumar K proposed a method which 

provides continuous security to the applications entering in 

the cloud environment. 

In [20, 21] RGB image encryption and decryption is 

done two times first time using 2D chaotic mapping and 

second time using ECC, the PSNR between encrypted and 

input color image values of 7 images ranges from 6.5454 

to 9.2440. 

As per the knowledge of the authors encryption and 

decryption of the color image is done using ECC in various 

ways. In the proposed work the main importance is given 

to reducing the key size with better security. 

So, in this proposed work, the image encryption and 

decryption are based on the intelligent mapping model 

using ECC and DHKEP, in which every pixel of an input 

image is converted into elliptic curve points, that is every 

pixel is mapped to the elliptic point in the defined mapping 
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table, the same is used for both encryption and decryption 

processes. 

 

3. PROPOSED ECC IMAGE ENCRYPTION 

AND DECRYPTION 

To overcome the challenges faced in the RSA algorithm 

and other methods used in ECC, we have proposed this 

method which is very efficient and fast compared to RSA. 

In the proposed work RSA and Diffie-Hellman key 

exchange algorithms are combined. 

Suppose if two users want to communicate with each 

other through images first they follow the Diffie-Hellman 

key exchange to establish secure communication between 

them where the secret key is shared. 

Let us consider two users as ‘X’ and ‘Y’, choose a 

number ‘P’ a prime number and, calculate ‘G’, which is a 

generator or primitive roots of ‘P’. ‘P’ and ‘G’ are shared 

in the public domain. 

Let ‘X’ user select a private number secret number ‘a’ 

and user ‘Y’ select another private or secret number ‘b’ as 

it’s a secret integer. 

Both users’ ‘X’ and ‘Y’ multiply their secret key with 

the generators and their shared key which in the public 

domain and is given in (7) and (8). 
Qx =        (a        *        G)        mod        P 

(7) 

Qy = (b * G) mod P (8) 
Where Qx and Qyare the shared keys exchanged 

between the two user’s ‘X’ and ‘Y’. Now ‘X’ and ‘Y’ 

exchange the computed values Qx and Qy to ‘Y’ and 

‘X’. 

Let Qx1 (9) and Qy1 (10) are the quantities at ‘X’ and ‘Y’. 

Qx1 = a * Qy mod P (9) 
Qy1 = b * Qx mod P 

(10) 

Using equation (11) private keys of ‘X’ and ‘Y’ can be 

calculated at ‘Y’ and ‘X’. 

Mxy = Qx1 = a * (b * G) = b * (a * G) = Qy1         (11) 

3.1 Elliptic Curve Points – Intelligent Mapping Table 

The elliptic curve points are obtained using mathematical 

modeling, for example, let the prime number P = 19 and 

the constants ‘a’ and ‘b’ are –1 and 188. 

Here first verify whether the constants ‘a’ and ‘b’ are 

satisfying equation ‘2’. Substituting the values of ‘a’ and 

‘b’ in (2), the value is ‘9’ which is not equal to ‘0’. 

The quadratic residues of Q19 are shown in table 2 and 

Table 3. The reduced set of is shown in the set of Z19 in 

(12). 

 

OUT1 = X2Mod 

P 

OUT2 = (P−X)2Mod 

P 

OUT1 = 

OUT2 

12 mod 19 182 mod 19 1 

22 mod 19 172 mod 19 4 

32 mod 19 162 mod 19 9 

42 mod 19 152 mod 19 16 

52 mod 19 142 mod 19 6 

62 mod 19 132 mod 19 17 

72 mod 19 122 mod 19 11 

82 mod 19 112 mod 19 7 

92 mod 19 102 mod 19 5 

 
Table 3 shows the obtained Elliptic curve points. 

 
Table. 3 Elliptic Curve Points 

Z19 = {0, 1, 2, 3, . . . ,18} (12) 
Therefore, the set of (P – 1) / 2 = 9, quadratic residues 

are shown in (13). 

Q19 = {1, 4, 5, 6, 7, 9, 11, 16, 17} (13) 

 
Table. 2 Calculation of Quadratic residues of Q19 

X Y2 Y2 𝖼Q19 Y1 Y2 

0 17 yes 6 13 

1 17 yes 6 13 

2 4 yes 2 17 

3 3 no - - 

4 1 Yes 1 18 

5 4 Yes 2 17 

6 18 no - - 

7 11 Yes 7 12 

8 8 No - - 

9 15 No - - 

10 0 no - - 

11 7 yes 8 11 

12 4 yes 2 17 

13 16 yes 4 15 

14 11 yes 7 12 

15 14 no - - 

16 12 no - - 

17 11 yes 7 12 

18 17 yes 6 13 
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The group EP (a, b) = E19(1, 1) thus includes the points 

(10, 0). These points in (14) ultimately form the mapping 

table required for the elliptic curve cryptography of images, 

as these points are used to map the encrypted pixel values 

from the mapping table. 

These mapping table values are intelligent based on the 

values of ‘P’, ‘a’, and ‘b’, where the values could be 

dynamically changing randomly depending upon the look- 

up table shared between the two entities. 
 

 
 

Figure 1 shows the comparison of mapping with [15]. 

 

Fig. 1 Comparison of Mapping Points with existing work 
 

3.2 Image Encryption 

Consider a grayscale image of size (M x N). Every pixel 

of image is used to obtain a message point (say PM). For 

example, if the pixel intensity value is 225 corresponding 

point for this pixel in the mapping table of E2789 (–1, 88) is 

given by PM = (130, 1779). The obtained point is now 

encrypted using the (15) of ECC. 

algorithm is explained in the next preceding section with 

which the encryption process gets completed successfully. 

3.2.1 Image Encryption Algorithm 

Step 1 Select the  prime number, constants ‘a’ and ‘b’ 

satisfying (2). 

Step 2 Determine the quadratic residues QP for all x, such 

that 0 ≤ x ≤ P 

Step 3 Compute (16) 

y2 mod P = (x3+ax+b) mod P (16) 

Determine y2 is in the QP, if so, append the points to 

the elliptic group EP (a, b). 

Step 4 Resize the elliptic group EP (a, b) to generate the 

mapping table containing the size of the original 
image M x N. 

Step 5 Every pixel in the image, map a point in the 

intelligent mapping table, say as PM. 
Step 6 The point PM is now encrypted by using (15). 

Step 7 The encrypted point (PM + kPB) is now searched in 

the intelligent mapping. 

Step 8 Table using jump search algorithm for optimization 

and its corresponding pixel value is taken and the 

new point is the corresponding encrypted pixel 

intensity value. 

Step 9 Repeat Step 5 to Step 7 for all the pixels in the 

original image until the entire pixel values gets 

encrypted using the intelligent mapping table. 
 

3.3 Image Decryption 

The Encrypted image is obtained, and each pixel is mapped 

to the corresponding point in the table, says PM as per the 

above example the encrypted pixel intensity value is 231 

and the corresponding point in the intelligent mapping table 

is PC = [446, 1984]. The point PM is now decrypted by using 

(17). 

PD = [(PM + k PB) – [nB(kG)]] (17) 

 
 

Where PM is the point obtained from the encrypted image, 

PBis the Public key of Bob (receiver), n is the private of 

Bob (receiver). 
PC = [(kG), (PM + kPB)] (15) 

The same example and solve PD point using the 

‘k’ is a random number, G is the generator point it is any 

point in the elliptic group commonly shared between two 

parties,‘PB’ is the private key of receiver or Bob key in 

general.In the above example k = 113, G = (0, 150) and PB 

= (247, 1095), then PC value is obtained by substituting 

above values in (13), PC = [446, 1984]. The obtained point 

PCis mapped in the intelligent mapping table and the 

corresponding pixel is obtained in the original image, the 

pixel value for the above example is 231. Therefore, the 

original image intensity value 225 is replaced with 231 

using the intelligent mapping table. The process is done for 

every pixel value of the image and the image encryption 

above (15). After calculating the value of PD is [130, 1779]. 

The obtained point is now mapped to the corresponding 

pixel in the elliptic group table. Continuing with the same 

example the point PD is mapped to the pixel value of 135. 

Hence the encrypted pixel is decrypted successfully. 

3.3.1 Image Decryption Algorithm 

Step 1 Take the encrypted image and select a pixel from it 

(encrypted pixel). 

Step 2 Select the point corresponding to that pixel from the 

Mapping Table which is of the form (PM + kPB). 
Step 3 Obtain the message point PM by using (17). 

Step 4 The point PM is now mapped in the table and the 

corresponding pixel value is taken which is the 

original pixel value. 
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Step 5 Repeat step 1 to step 4 for all the pixels of the 

encrypted image, till we get the decrypted image or 

the original image. 

The Encrypted and decrypted images using the above 

algorithms is shown in Figure2. 
 

Fig. 2 Input Lena Color Image (512 x 512), (b) Encrypted 

Image and (c) Decrypted Image 

 

4. RESULTS 

In this proposed work an image is first converted into pixels 

and then encrypted using ECC mapping technique. It has 

been implemented in Python language. Thus, the 

decryption algorithm completely retrieves the original 

image from the encrypted image. The PSNR (Peak Signal 

to Noise Ratio) was found to be infinity decibels. So, there 

is no loss in the recovery of the original input image during 

the decryption process. 

Figure 1(a) shows the input Lena original image of size 

512 x 512 pixels, Figure 1 (b) is the encrypted image with 

same sizes as the input image, and Figure 1(c) shows the 

decrypted image. Table 4 shows that, with less key size, the 

entropy is attained is near to ‘8’ which is reasonably very 

good. 

Table. 4 Comparison of Parameters with the existing 

works 
 

Parameters [11] [20] Proposed 

                                                                                Work  

Key Size 512 bits 1111 (Values) 113 (Value) 8 

bits 

Entropy 

Analysis 

7.99986 7.9887 7.988 

Encryption 

time (sec) 

2.47 5.1559 

(encryption 

and 

decryption) 

17.523 

Decryption 

time (sec) 
1.58 19.560 

The processing time was very high compared with the 

existing method because the encryption and the decryption 

track the intelligent table and replace the input image 

intensity value with the cipher value for every pixel. 

 

 

Fig. 3 Processing time of 4 standard RGB images in 

seconds 

 

5. CONCLUSION 

Raw color images are encrypted and decrypted using ECC 

and DHKEP. The PSNR of the original image and 

encrypted image is around 8.978. The SSIM of the original 

and the decrypted image is 1. 

The proposed work uses very few key sizes with greater 

security with the intelligent mapping table. The latency of 

the proposed work is more compared with the other 

proposed work due to the complexity in the mapping table. 

The encrypted image is secured with the DHKEP and 

with the private key of ECC. It offers double security 

compared with the other works. 
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